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Abstract: This paper addresses the critical limitation of adversarial example transferability in black-box attacks for
deep neural networks by proposing a dynamic fake target adversarial attack framework based on categorical semantic corre-
lations. Existing methods often overlook inter-class semantic relationships, causing adversarial perturbations to overfit to
model-specific features and severely restricting the adversarial example’s cross-model transferability. Studies have indicated
that adversarial examples are more likely to be misclassified into semantically similar classes rather than arbitrary categories
during the transfer process. This observation underscores the significance of class similarity as a pivotal factor influencing
transferability. In this research, we innovatively propose a class-similarity-driven dynamic pseudo-targeted adversarial at-
tack method by exploring the shared adversarial subspace characteristics among semantically analogous categories within
the feature space. First, we establish a dynamic pseudo-target selection strategy. In each perturbation iteration, we identify

the class with the highest predicted probability among all incorrect categories as the “pseudo-target”, based on the current
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model’s confidence distribution regarding the adversarial example. This pseudo-target is not fixed, instead, it is adaptively
adjusted throughout the iterative process, ensuring that the perturbation direction consistently orients toward the most trans-
ferable semantic region. Second, we introduce a dual-gradient collaborative update framework. This framework integrates
the adversarial loss gradient pertaining to the true class with the misleading gradient associated with the pseudo-target class
through linear weighting. Leveraging the superposition effect in the gradient field, the perturbation update not only circum-
vents the decision boundary of the source model but also progresses into the shared semantic subspace of multiple models,
thereby significantly enhancing the cross-model transferability of adversarial examples. Furthermore, our proposed method
demonstrates wide compatibility and extensibility, serving as a versatile optimization mechanism that can be seamlessly in-
tegrated with various mainstream gradient-based attack strategies. During each gradient update, the incorporation of a dy-
namic pseudo-target gradient term markedly amplifies cross-model transfer capability without compromising the original
gradient structure of the foundational method. Experimental results illustrate that the proposed approach exhibits superior
transfer robustness in cross-architecture (e.g., Convolutional Neural Networks and Transformers) and cross-scale (e.g., light-
weight models) adversarial attack scenarios. Additionally, it showcases excellent compatibility, enabling effective integra-
tion with diverse gradient attack strategies and data augmentation techniques, thereby outperforming existing methodologies

across single, combined, and ensemble attack settings. This study proposes a general optimization paradigm based on se-

mantic similarity for adversarial attacks, offering novel insights to enhance the transferability of black-box attacks.
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PGD 43.8 39.3 44.0 99.7 429 42.8 46.4

PGD-FT 472 435 50.4 99.9 46.0 453 51.9

MIFGSM 50.8 492 57.5 99.9 54.0 54.7 57.3
MIFGSM-FT 55.3 54.6 62.5 100 59.5 57.3 61.8

NIFGSM 49.9 46.9 54.9 99.3 48.0 51.9 56.7

Vi NIFGSM-FT 51.6 51.4 60.4 99.9 55.4 53.9 60.9
GIFGSM 58.0 56.8 65.6 100 62.1 62.3 65.1
GIFGSM-FT 75.8 75.0 86.7 100 82.5 81.8 82.2

AIFGTM 50.0 48.8 53.7 99.1 55.9 54.0 55.2
AIFGTM-FT 54.7 54.8 61.0 100 61.5 59 61.6

IEFGSM 53.2 50.7 58.2 100 58.4 56.1 60.5
IEFGSM-FT 56.3 56.9 64.1 100 60.9 60.3 64.1

PCIFGSM 50.5 49.9 57.8 99.9 55.9 55.6 58.5
PCIFGSM-FT 56.5 55.4 63.2 100 59.9 57.8 62.4

3.4 ERINE HAREAY , HAT SR 138 R i . BT iX— &

Liu 55 N4 H o 8 AT 280 A Bl 1 e 0 B A 2 ol

B, HE— R X-FT I AR AR S B B T A PR RE



2860 A O S 2025 4F:
x2 AEWHFHETEEMRINEILL AN : %

FELAY Yodi ik IncV3 ResNet Vag Vit-b Swin-s EfficientNet ShuffleNet
DIM 99.1 452 48.1 272 24.6 44.8 477
DIM-FT 100 50.7 52,6 30.6 274 472 52.0
TIM 98.7 33.4 38.9 24.0 20.7 32.4 415
TIM-FT 99.6 38.4 442 27.8 222 37.6 46.1
3 SIM 99.5 437 473 26.7 23.5 40.6 487
SIM-FT 100 482 515 31.0 274 45.6 515
DI-TI-SI 94.4 38.3 43.4 27.3 22.0 36.7 478
DI-TI-SI-FT 99.4 432 48.5 31.2 25.0 43.0 50.6
DIM 58.0 54.5 59.1 99.2 59.2 62.9 60.7
DIM-FT 61.9 61.5 63.1 100 63.1 67.5 65.3
TIM 42.8 39.4 44.0 98.4 36.6 40.4 48.6
. TIM-FT 46.2 43.8 479 100 38.1 438 51.1
Vit SIM 46.5 43.1 50.0 100.0 46.5 46.7 52.8
SIM-FT 50.7 49.0 54.4 100 50.7 50.4 55.8
DI-TI-SI 51.7 49.6 54.0 96.5 47.0 54.6 58.2
DI-TI-SI-FT 55.4 56.5 56.1 99.9 51.8 59.0 62.6

AR SR Dong 25 AR A SR I 38 1 il 24
D 265 114 1% 48 7] U {8 (logits ) >R A 2 4 pli A . 6 3 JB R
T 43 )5 R CNN A7 (Ine V3 . ResNet , Vgg . GoogleNet) |
Transformer F 2 (Vit-b . Swin-b . Swin-s . Swin-t ) [1¥) 22 & 1%

T3 TR LE R L EE BRI 5T 454 FT
TR, RFUREAS 1 5 A R T A S L o, SR
CNN #5542 i i), MIFGSM-FT 7F ResNet #l EfficientNet
BT A B 2R3 )3k 2 82.3% H1 70.4% , %5 2 — T il
PEFF31.1% F123.4%; [A] I, 2 4 AL A Y (40 ShuffleNet)
) B o B 3T B4R 2 20% , B AIE T 4E WL g N 5

TSR (72 AL RE T . AR ik R B L i
MIFGSM-FT fFEAE 3l i HLHIFE CNN AL (41 Vgg) bk
88.7% 1) 1 = LTI %, i A% 48 J7 15 (W I-FGSM-FT) A B
JE P 1n) R4 T AT BR (Vie-b B0 B R 36.6% ). {E S
TR e A A A 22 S i S R e O . i,
Transformer £ (U0 Vit-b ) R4 JR) 1 25 7 HL 1 X A B
T A, T il Bl R i IR T CNN A A (R
42.2%). AN, PCIFGSM-FT 7E3 /1580 | Fe Pk 3y , L
Vit-b 28 iU A AR XS F B AR R 405 (), o i — 2
RAAERY ZHE 1

F3 ERBHHETEERINESTL LR AL

LT Yoty IncV3 ResNet Vgg Vit-b Swin-s EfficientNet | ShuffleNet
I-FGSM-FT 99.5 77.9 84.9 36.6 39.9 65.1 67.5
PGD-FT 99.1 75.5 82.8 34.5 35.8 59.6 65.6
MIFGSM-FT 99.5 82.3 88.7 422 45.4 70.4 722
NN NIFGSM-FT 99.0 79.8 87.0 41.5 43.0 68.3 69.8
GIFGSM-FT 99.8 76.1 82.7 42.0 413 66.4 69.6
AIFGTM-FT 98.9 80.0 87.3 40.4 442 66.8 69.2
IEFGSM-FT 100 82.0 87.2 422 44.8 70.7 70.1
PCIFGSM-FT 99.9 77.8 84.6 41.8 42.9 67.3 69.1
I-FGSM-FT 47.8 51.9 59.5 97.6 99.8 543 57.1
PGD-FT 46.1 49.2 58.7 97.3 99.8 51.4 54.6
MIFGSM-FT 55.7 60.3 67.3 98.8 100 63.4 63.3
Transformer NIFGSM-FT 53.3 57.9 65.7 96.0 99.7 59.7 61.5
M GIFGSM-FT 60.4 63.5 70.3 99.9 98.1 67.9 66.8
AIFGTM-FT 54.9 60.5 66.8 95.4 100 63.6 62.1
IEFGSM-FT 58.7 64.7 70.9 99.8 99.7 67.8 68.1
PCIFGSM-FT 58.7 63.4 71.6 100 99.7 67.5 67.0
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